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Microsoft Update Catalog - KB4012598

Microsoft Download Center - Security Update for Windows Server 2003 for x86-based (KB4012598)
Microsoft Download Center - Security Update for Windows Server 2003 for x64-based Systems (KB4012598)
Microsoft Download Center - Security Update for Windows XP SP3 for x86-based (KB4012598)

Microsoft Download Center - Security Update for Windows XP SP2 for x64-based Systems (KB4012598)
Microsoft Download Center - Security Update for Windows XP Embedded SP3 for x86-based (KB4012598)
Microsoft Download Center - Security Update for Windows 8 for x86-based (KB4012598)

Microsoft Download Center - Security Update for Windows 8 for x64-based Systems (KB4012598)
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https://unwire.hk/2017/05/14/sme-wannacry/tech-secure/?utm-medium=push-click&utm-source=push-notification
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146.0.32.144/32

1. 8 WannaCry-IP 3R - 5t 14 £

a 128.31.0.39/32

213.61.66.116/32
217.79.179.77/32

188.138.33.220/32  38.229.72.16/32

2.3.69.209/32

| Objects > Address Table

188.166.23.127/32  50.7.161.218/32
193.23.244.244/32  79.172.193.32/32
81.30.158.223/32
212.47.232.237/32  89.45.235.21/32

£ EEER > Uik > SRR EAE > FiE > £HEEER] IP

* Edit Outside Network :
Group Name . WannaCry-P

) Select From IP Address Membear

{} Select From IP Range
) Select From IP/Mask
® User Define IP

L User Define Domain

128.31.8.39/32 = |
{146.0.32.144/32 .l
188.138.33,220/32
(188.166.23.127/32
|193.23.244,244/32
12.3.69.209/32
212 47,232, 23753 4

LAN I? Address LAN Group

DME IP Address |

T
DMZ Group |

WALN 1P Address

{Type the IP address, and then ENTER. Repeat this process in order to add multiple IP addresses )

WAN Group

& Edit |
Basic Service I Service Group
‘* Edit Service Group :
Group Name [WannaCry |

] _Protocol_ i _ Port(Stat:End)
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| Objects > Services Table
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| Objects > Address Table

| !
LAN IP Address LAN Group | DMZ |P Address DMZ Group WAN IP Address | WAN Group

* Edit Outside Network :
Group Name : WannaCry-Domain

2 Select From IP Address Member
© Select From IP Range
) Select From IP/Mask

O User Define IP

® User Define Domain

. 4 @
| (Type the domain, and then ENTER. Repeat this process in erder to add muitiple domain. )

4. JREGH - J2EREEH Demo #
4-1. & EHEHI > LAN (DMZ )RIESI > LAN (DMZ ) ¥ WAN El > Hig
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| Policy > LAN Policy

LAN to WAN LAN to DMZ LANto LAN LAN to WAN (IPv6)

> Basic Setting
| Policy Name J

C
C
C
E

Destination g ‘® | Outside_Any v || © P Address |
Action Drop v,

> _Policy
Protocol
Service Port or Group & Iwmuucw v ISen.fice Poni
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§ Policy > LAN Policy

LAN to WAN | LAN to WAN (IPv6)

LAN to DMZ ‘ LANto LAN

*) Basic Setting

Policy Name | l

Source @ ® | Inside_Any v | © 1P Addres
Destination g ‘® | WannaCry-1P v | ©p Addres
Action Drop ¥ |

4-4. FIB—% KR inside_any; B8Y: (BFHE " =1 PIIE 2 Domain); E{E: 705F
| Policy > LAN Policy

l
LAN to WAN i LAN to DMZ LAN to LAN LAN to WAN (IPv6E)

» Basic Setting

Policy Name
Source @ ® | Inside_Any v | ) IP Addre
Destination (&) ® |wannaCry-Domain ¥ | IP Addre

Action Permit v

STTAE, R EW
| Policy > LAN Policy

LAN to WAN LAN to DMZ LAN to LAN LAN to WAN (IPv6)

>, LAN to WAN Policy : &

| No. | PolicyName ~  Source | Destination | Services | Action On/Off
av] | Inside_Any |  Outside_Any | I _-Wann- e »
2] | Inside_Any wannacCry-P | [ECTH o »
E_ | Inside;A_ny— WannaCry-bomain — _ﬁ_’_'_-h—




